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O YEM CErogHsa NONAET PEYb

_# TpakTuka security operations n HapaboTaHHbI OMbIT

: 3aziauum npv ynpaBsieHUN Knbeppuckamm

£ ToueMy HEBO3MOXHO 06ecrneunTb 100%
* 6e30MnacHOCTb




OJOMEH SECURITY OPERATIONS

Llenb — He gonycTuTb puUck yllepba
B pe3y/ibTaTe 3/I0HaMepeHHbIX 4EUCTBUN

3apada — obecneynTb adhDEeKTUBHOE
BbIiIBNIEHWNE aKTyallbHbIX KNbepyrpos
N pearmpoBaHue Ha HUX




KUBEPPA3BELKA (CTI)

CTl — npyMeHMMbIe Ha NPaKTUKe 3HAHUSA O 3/T0YMbILLEHHUKAX N NX AeATENIbHOCTMH,
NO3BOJIAOLWME CHMXKATD YLLLEPD 3a CUHET MPUHATUSA 0OOCHOBAHHbLIX PELUEHU B 06/1aCTH
NHpOopMaLMOHHON 6€30MacHOCTH
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The NIST Cybersecurity
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GOVERN

3anHTEPECOBAHHDbIX
Jnu, X pojiu
1 NMNOJIHOMO4YUA

cTpaTerunto
yrnpaBJieHNs puckamu
Knbepobes3onacHocTH,
ee Lesin U NOJINTUKHU

npoLeccobl
B3aMO/ENCTBUS
N KOHTPOJIA

BHELLUHWEe 3aBUCUMOCTM:
BHeLLHWe npoBangepbl
ycnyr, LLO/Lbl, etc.

PErynaTopHyH u
3aKoHOAaTesIbHYHO
cneunuky

OMNPELEJIAEM

KPUTUYHOCTb
npoueccos, B T.4. RTO

npouecchobl MX BOCCTaHOBJIEHUA

peBn3nmn

KPUTUYHOCTb NOCTaBLLMKOB:
NaHHble, 4OCTYMbI,
CTOMMOCTb MX
KOMMpoMeTaLum 1 nosTopsiem...




GOVERN

Onpepensem cTpaTernu, NOJIMTUKKU U
OTBETCTBEHHbIX

[MpoBOAMM KONIMYECTBEHHYHO OLIEHKY
PUCKOB

OnpepensieM 3aBUCUMOCTU

NMpopabaTbiBaeM nnaHbl
BOCCTaHOBJIEHUS




IDENTIFY

Onpe,u,enﬂeM dKTyaJibHbl€ PUCKU C YHETOM.

AkTnBoB (o6opyaoBaHue, N0, NOTOKM
LaHHbIX, etc.),

Cdepbl M BUAa AeATeNbHOCTH
opraHusaLuu,

PervnoHanbHOW NMPUHaAANEXHOCTH
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A IDENTIFY
MITRE ATT&CK®: Design and Philosophy

you determine coverage. Anyone mapping to ATT&CK should be able to explain the procedures
they cover. Similarly to how it’s unrealistic to expect coverage of 100% of ATT&CK techniques,
it’s unrealistic to expect coverage of all procedures of a given technique, especially since we
often cannot know all of them in advance.
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LOCKNEED MARTIN ,E.

A Threat-Driven Approach to Cyber
Security

Michael Muckin, Scott C. Fitch
Lockheed Martin Corporation

Abstract

Contemporary cyber security risk management practices are largely driven by compliance
requirements, which force organizations to focus on security conirols and valnerabilities.
Risk management considers multiple facets — including assets, threats, vulnerabilities and
conirols — which are jointly evaluated with the variables of probability and impact.
Threats cause damage to information systems. Threats utilize vulnerabilities to enact this
damage, and security controls are implemented to atiempt o prevent or mitigate atiacks
executed by threat actors. The unbalanced focus on controls and vulnerabilities prevents
organizations from combating the most critical element in risk management: the threats.
This unbalanced condition is manifested as incident response processes rather than threat
intelligence management in the analyst realm, adherence to predefined standards and
policies in security architecture and engineering practices, and compliance verification in
the operational domain.

A functionally integrated cyber securily organization is struciured to place threats at the
forefront of strategic, tactical and operational practices. Architects, engineers and
analysts adhere to a common methodology that incorporates threat analysis and threat
intelligence across systems development and operational processes. This ensures security
controls are implemented, evaluated and adjusted over time per the most impactful
threats and attack vectors. The resultant risk management practices are enhanced due to a
higher fidelity of information regarding current state security postures. This drives
improved resource allocation and spending, and produces an agile and resilient cyber
security practice. When this threat-driven approach is implemented along with tailored
compliance processes, organizations can produce information systems that are both
compliant and more secure.

Keywords: threat modeling, attack trees, threat profiles. threat intelligence, threat and risk, security
conirols, cybersecurity. compliance

1B 2018 Lockheed Martin Corporation




IDENTIFY

[Nonyyaem akTyasbHble AaHHble 06
YyA3BMMOCTSAX U 3aKPbIBAEM UX

OnpegaensiemM akTyanbHble TTP

[lpoBOAMM OL,EHKY MOKPbITUA
aKTyanbHbIX TTP

[MpoBoanmMm Compromise assessment

[MpoBOAUM OLEHKY FOTOBHOCTMU K
pearnpoBaHuto Ha UHLUNAEHTDI

[MpoBOAMM OLEHKY NoApPAAUYMKOB
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PROTECT

BbinonHAeMm:

XapAeHWHr

Hactponky ACL

CermeHTauuto

TIER AD

configs review

KOHTpPOSIb MOSIHOTLI ayguTa C y4eToM
aKkTyanbHbIX TTP

etc.




DETECT

OnpepeneHne UCTOYHUKOB COBbITUN ->

YnpolieHHasa cxemMa rnpotecca
BbISIBJIEHUA Yrpo3

OnpegeneHne NoNHOTbI MNOKPbITUA -> CO0op
Cco6bITUM -> HopMmanuaauus -> TakKCOHOMMUS
-> QunbTpauyma -> Arperayma -> cknroyeHuns
-> Q6oralleHue -> [MpaBnna 6a30BbIX
KOHTpOJien -> NpaBuna HopManbHOro
pacnpeneneHusa -> [lpasuna
neTekTupoBaHus -> [NpaBuna Koppenauum
(nBa ypoBHS) -> NpaBuna ML -> OTyeTbI ->
TpeHnabl -> Bbirpysku -> Threat hunting ->

[TogknroYeHne apxnuBoB -> etc.




DETECT

OcHOBHbIe 3aa4u.

- 06ecneynTb BbisiB/IEHME dKTyaJIbHbIX
yrpos

* HainTtn 6anaHc Mexxay NoAHOTOM cobopa
COObITUM U KOTMYECTBOM JIOXKHO-
MNOJIOXUTESNbHbIX cCpabaTbiBaHWUM




ﬂ RESPOND

OnpepeneHue cTpaTernm 1 NaaHa pearMpoBaHUS:

Haunbonee BeposiTHbie TAKTUKUN N TEXHUKN 3NOYMbILLSIEHHMKA, YTOObI Kak MOXHO 6bICTpee
onpeaenuTb «HyJIeBOro NauneHTa» u TOYKy BXxoaa

OnpenennTb NepBoHavanbHble Mepbl MO CAEPXUBAHUIO 3/T0YMbILLIEHHUKA U
NETEKTUPOBAHMUIO Ero aKTUBHOCTU (Hanp., BKIOYNTb AOMNOJTHUTENBHO JIOFMPOBaHME,
NOAKOUNTb A0M. NCTOYHUKN, etc.)

OnpenenuTb KpUTEPUKN HaYana BOCCTAHOBNEHUSA MHDPACTPYKTYPbl C Y4ETOM KPUTUYHOCTH
3aTPOHYTbIX BU3HEC-NPOLIECCOB

BbicTpoe oboraueHne KOHTEKCTa MHUNAEHTA
Onpepnenenne AonoJIHUTENbHbIX penieBaHTHbIX I0C/I0A ana npoBepKku

BoccTaHoBneHue kill-chain: ot Toukn Bxoga Ao HaHeceHus yuiepba



RECOVER
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[MpoBepka 63kanoB No BbisiBNeHHbIM |0C /10 BoccTaHOBNEHMUA
BoccTaHOBNEHME B COOTBETCTBUM C KpUTEPUSMU Ha aTarne Respond

CpoyHasi KOppeKTUPOBKa NJlaHa BOCCTAHOBJ/IEHUS B CllyYae BbisIB/IEHUS
[ONOSTHUTENbHOIO KOHTEKCTa MHLUMAEHTA

O6oralueHne gaHHbix CTl no pesynbTaTaM pearMpoBaHUs Ha MHUNOEHT

MpoBepka n agantauns KoHTpMep (lessons learned)




IKCIMEPTU3A U NMPOLECCHI

/ oo Aatel \

O6paTHas cBA3b

4

PacnpocTtpaHeHune

CTIl -
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SOC

O6paboTka

AN

» DFIRMA

AHanws

\ BepudnKaLs /




YTO ELLE MNMOJIE3HO UCKATb

NHdbopmaumto 06 yecneLlHbIX aTakax
[pennoxeHnsa no npoga)ke AoOCTYynoB/KOHOUAEHLMaNbHbIX AaHHbIX
Ony67MKOBaHHble CEKPETbI (JIOrMHbI/Maposiu, Kiouu, etc.)

duULKnHroBble pecypchbl, pacnpoCTpaHeHNe JIOXXHOM UH(OopMaL MK




ApTémM NpnbKOB Angara SOC

ANGARA
SECURITY

CMNACMbO 3A BHUMAHMUE!

https://www.angarasecurity.ru/soc/

+7 495 269-26-06

info@angarasecurity.ru



